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INTRODUCTION
Information and communication technologies are 
integral to the functioning of governments, businesses, 
and individuals. Contemporary ICT products and ser-
vices include a range of software, hardware and other 
components produced and assembled by third parties 
transnationally. As a result, ICT supply chains (the sys-
tems of organisations, people, technology, and labour 
required to move a product from supplier to consumer) 
have become increasingly distributed and complex. 
This complexity carries greater security concerns, with 
the risks difficult to quantify or remedy.1

The repeated exploitation of ICT supply chain vulner-
abilities (through hardware breaches, ransomware, and 
denial of service attacks) results in significant costs. At-
tacks last year on vulnerabilities in SolarWind’s Orion 
software affected multiple departments of the US Gov-
ernment, including the Treasury and Commerce.2 Stud-
ies suggest that such incidents will be more frequent in 
the coming decade.3 With the growing frequency and 
impact of such attacks, securing ICT supply chains has 
become a key national security concern.

In 2013 an expert report of the UN Group of Govern-
ments identified critical risks to “secure and reliable 
ICT use and the ICT supply chain for products and 
services”.4 More recently, a series of actions by gov-
ernments worldwide show the centrality of security 
concerns to regulating ICT supply chains. States have 
set up specialised agencies to deal with cybersecurity 
threats, particularly threats to the ICT supply chain. 
In 2016, the United Kingdom established a National 
Cyber Security Centre to improve its resilience and 
response mechanisms.5 Similarly, in 2018 the United 
States set up CISA, the Cybersecurity and Infrastruc-
ture Security Agency to deal with threats to its ICT 
supply chains.6

Another example of security-oriented supply chain 
regulation is the exclusion of Chinese vendors such 
as Huawei and ZTE from 5G trials by various states, 
stemming from fears that they are part of a Chinese 
Military-Civilian fusion, and the components they 
supply may include backdoor vulnerabilities to com-
promise the cybersecurity of domestic organisations 
and citizens.7

Governments have also intervened in the ICT supply 
chain to ensure that domestic citizens’ data is not col-
lected, processed or shared by companies for malicious 
use. Both India and the United States banned certain 
Chinese apps from operating in their territory due to 
concerns that the data they collect would be shared 
with the Chinese government. In the US the ban was 
imposed in three executive orders issued by then-Presi-

dent Donald Trump, targeting eight Chinese apps. The 
orders were stayed by a US Court.8 The Government of 
India has banned over 250 apps through orders issued 
under Section 69A of the Information Technology Act 
(IT Act) 2000.9

Implementing supply chain measures to improve 
national security may, however, impact the integrated 
nature of global ICT supply chains. Nations such as 
China have sought to secure their supply chains by 
favouring indigenous innovation, often at the cost 
of foreign investment. This threatens to splinter or 
balkanise existing supply chains. Moreover, ad-hoc and 
discretionary actions such as app bans hinder trust 
and certainty in the business environment, a crucial 
factor in ICT trade and investment.10 States will need 
to adopt an approach that can balance the imperative 
of national security with business and investment 
concerns.

Indeed, some governments have sought to strike this 
balance, by adopting an evidence-based approach 
grounded in the principles of transparency, flexibility, 
and accountability.

An example of an evidence-based approach to se-
curing ICT supply chains is the executive order 
(E.O.14034/2021 ) issued by US President Joe Biden, 
which revoked the ban on Chinese apps for its ad-hoc 
and discretionary nature. The order takes a balanced 
approach, establishing a system to determine the secu-
rity risks posed by data collection activities of software 
apps owned or controlled by foreign adversaries, trans-
parently and based on evidence.11

The order marks a reversion to an earlier system of con-
tinuously evaluating the threats to ICT supply chains, 
instituted by E.O.13873/2019 under Trump.12 It further 
mandates an annual review of threats to supply chains 
in critical sectors and subsectors of the ICT industrial 
base.13

Taken together, the orders establish a predictable and 
deterministic approach to securing ICT supply chains 
without obstructing innovation or the consumer 
interest.

This brief analyses these executive orders, and the 
rules issued to implement them, identifying means to 
provide certainty, predictability, transparency, and 
accountability to the process of securing ICT supply 
chains. It concludes with an assessment of the extent 
to which the Indian cybersecurity framework currently 
incorporates these means.
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THE U.S. APPROACH TO SECURING ICT 
SUPPLY
E.O.s 14017 and 14034 reflect the American commit-
ment to securing its global supply chains, particularly 
in ICT. Unlike the orders banning TikTok, WeChat 
and other Chinese applications ad hoc, these reflect a 
measured and rules-based response to security con-
cerns. They address the security concerns posed by 
ICTs, but in consonance with constitutional principles 
of due process. This helps engender trust, crucial to sus-
taining the global ICT value chains that are responsible 
for significant investment and innovation.14 A study of 
the US approach may prove useful to policymakers and 
regulators seeking to introduce measures to help secure 
their ICT supply chains in a transparent manner reli-
ant on evidence. This section provides a brief overview 
of four such characteristics.

1. Inter-agency consultation 
and coordination
Identifying transactions that involve foreign adversar-
ies and pose a security threat to the US is the preroga-
tive of the Secretary of Commerce. In identifying such 
transactions, the Secretary of Commerce is required 
to consult the heads of various other departments, in-
cluding the Trade Representative, Homeland Security, 
and the Treasury. Rules under E.O.13873 require the 
Secretary of Commerce to hold two rounds of consul-
tation with a group of Secretaries: first in identifying 
transactions of concern, and again in recommending 
measures to address the concerns posed by any trans-
action.15 Similarly, E.O.14017 requires the Secretaries 

of Commerce and Homeland Security to consult other 
functionaries in preparing their reports on vulnerabili-
ties in ICT supply.16

This inter-agency approach accommodates diverse and 
differing considerations, such as those of finance and 
trade, while protecting national security. Inter-agency 
consultations at the decision-making stage may also 
lead to better enforcement of the measures adopted, 
which are finalised only after considering the capacities 
of each agency organisation.

2. Risk assessment
Credible and predictable policymaking requires an 
underlying base of information and evidence to guide 
it. The E.O.s require Government departments and 
agencies to issue periodic reports on various aspects of 
supply chain security, including threat assessments and 
vulnerability mapping (Table 1). 

These reports are continuously updated and reviewed 
to help the Government determine which nations, 
corporations or transactions pose a threat to the cyber-
security of the United States. Security measures such 
as app bans or investment restrictions, when grounded 
in reports and assessments, give an intelligible charac-
ter to agency determinations, reducing the scope for 
arbitrariness and discretion. The certainty this fosters 
will enable better decision-making in investment and 
trade.17

The rules under E.O.13873 also list the criteria and 
sources of information the Secretary of Commerce may 
rely on to determine the risks posed by an ICT trans-
action. This provides much needed clarity to businesses 
and investors, on the grounds on which an ICT trans-
action may be prohibited, letting them take preemptive 
measures to avoid a prohibition.

A STUDY OF THE US APPROACH 
MAY PROVE USEFUL TO 
POLICYMAKERS AND 
REGULATORS SEEKING TO 
INTRODUCE MEASURES TO 
HELP SECURE THEIR ICT SUPPLY 
CHAINS IN A TRANSPARENT 
MANNER RELIANT ON EVIDENCE. 
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3. Due process and 
accountability
Government actions that deny someone their life, 
liberty or property must meet the requirements of 
procedural due process. Those against whom such 
actions are contemplated must be given notice and be 
allowed to present their case.18 The rules issued under 
E.O.13873 ensure procedural due process by requiring 
that the parties to an ICT transaction deemed to pose 
a security risk are notified upon initial determination. 
The parties are given 30 days to respond to the initial 
determination. The notice includes suggesting measures 
to help mitigate the security concerns raised in the ini-
tial determination.19 Thus the E.O.s facilitate dialogue 
and conciliation between the Government and parties 
involved in ICT transactions, to arrive at measures that 
protect national security while minimising the impact 
on the functioning of ICT supply chains.

Publishing all orders and decisions is another element 
of procedural due process. Publication lets parties to 
the determination as well as others understand the 
rationale used by authorities to arrive at a certain 
decision. It helps ensure that decisions are based on rel-
evant and bonafide considerations, as opposed to arbi-
trary and extraneous ones.20 The ban on 8 Chinese apps 
was ostensibly based on extraneous considerations, as 
it did not demonstrate how a ban would help address 
the security concerns posed by the Chinese State. As a 
result, operation of the ban was stayed by a US Court.21

The E.O.s require publication of the Committee’s final 
determination of each transaction in the Federal Reg-
ister, in an unclassified manner, with no confidential 
information revealed. The determination order must 
explain the rationale behind the decision to prohibit or 
permit each transaction, and must also state the mit-
igation measures agreed to by the parties.22 Businesses 
can refer to earlier published orders to help determine 
whether their ICT transactions are likely to provoke 
any national security concerns, and how these may be 
mitigated.

4. Public-private cooperation
As private corporations often provide critical informa-
tion infrastructure, they are vulnerable to cyberattacks. 
The recent ransomware attack on the Colonial Pipeline 
highlights how cyberattacks on private entities can 
have considerable consequence for national security 
and the economy.23 It is important therefore for govern-
ments to coordinate with the private sector in securing 
ICT supply chains.

The robust framework created by E.O.13636/2013 for 
public-private cooperation was bolstered by subsequent 
law, including the Cybersecurity Information Sharing 
Act of 2015.24 The E.O. fosters cooperation in cyberse-
curity related information sharing, and the adoption 
of standards, measures and industry best-practices 
pertaining to cybersecurity.

No. Name / Scope of the Report E.O.  
Numbers Designated Fuctionary

1 Assessment of threats to the US and its people from 
ICTs developed, owned or controlled by foreign 
adversaries

13873 Director of National Intelligence

2 Assessment of entities, hardware, software and 
services that present vulnerabilities and pose conse-
quence to US national security

13873 Secretary of Homeland Security

3 Sectoral Supply Chain Assessment of the ICT Indus-
trial Base

14017 Secretary of Commerce and Secretary 
of Homeland Security

4 Report on recommendations to protect against harm 
from the access, sale or transfer of US citizens’ data 
by software applications owned, controlled or devel-
oped by a foreign adversary

14034 Secretary of Commerce in consul-
tation with heads of other sectoral 
agencies

Table 1: Responsibility for assessments of ICT supply chain security in the United States
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On information sharing, the E.O. charges the Attor-
ney-General, the Secretary of Homeland Security and 
the Director of National Intelligence with devising a 
strategy to disseminate unclassified cybersecurity infor-
mation, in a rapid and timely manner, to the owners 
and operators of critical infrastructure. Such informa-
tion sharing is required to incorporate privacy and civil 

liberty protections.25

The E.O. tasks the National Institute of Standards and 
Technology (NIST) with creating a baseline framework 
for reducing cyber risks to critical infrastructure. This 
includes identifying a set of standards and industry 
best practices to provide a flexible, repeatable and per-
formance-based approach to cyber risk management.

The Cyber Infrastructure & Security Agency engages 
with subject experts, infrastructure owners and other 
key stakeholders through the Task Force on ICT Sup-
ply Chain Risk Management (SCRM). The Task Force 
works for cooperation in SCRM efforts such as bidi-
rectional data sharing, criteria-based threat evaluation, 
and identifying trusted vendors and resellers.26

THE E.O. FOSTERS COOPERATION 
IN CYBERSECURITY RELATED 
INFORMATION SHARING, AND 
THE ADOPTION OF STANDARDS, 
MEASURES AND INDUSTRY BEST-
PRACTICES PERTAINING TO 
CYBERSECURITY.
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SECURING ICT SUPPLY CHAINS IN INDIA
For a decade and a half, creating a robust cybersecu-
rity framework has been a key priority for the Indi-
an Government. The IT Act and concomitant rules 
provide the statutory framework for India’s cyber-
security architecture. The Act defines key terms like 
“critical infrastructure”, and establishes agencies such as 
Cert-In, the nodal body for cyber incident response in 
India.27 Reducing supply chain risks through standard-
isation, testing and awareness-building is also a key 
component of the National Cyber Security Policy 2013, 
which identifies the protection of critical information 
infrastructure (CII) as a priority.28

The National Critical Information Infrastructure 
Protection Centre (NCIIPC) established under the 
National Technical Research Organisation governed 
by the Prime Minister’s Office is the central body for 
protecting CII.29 Recently, Ministries have also set up 
dedicated wings or divisions to deal with emerging 
technologies and associated concerns. This includes 
the Ministry of External Affairs, whose New Emerging 
& Strategic Technologies division engages in technol-
ogy diplomacy, and the foreign policy aspects of new 
technologies.30

Besides the institutional framework, there have been 
direct and targeted actions to reduce risks in the supply 
chain. Examples include the ban on 200 Chinese apps, 
and the restrictions imposed on FDI from nations 
sharing a land border with India, primarily China and 
Pakistan.31

ICT supply chain regulation must foster trust by ad-
hering to established principles of transparency and ac-
countability. The Prime Minister echoed this stance in 
his address to the G7, where he stressed that cyberspace 
should be used to protect and enhance democratic val-
ues.32 The following paragraphs consider the extent to 

which India’s approach to securing ICT supply chains 
measures up to these principles.

1. Inter-agency Consultation 
and Coordination
The Government has established a number of insti-
tutions and agencies to monitor cyber threats, collect 
intelligence, and undertake actions to improve cyberse-
curity (Table 2). Their work is complemented by Chief 
Information Security Officers in all Ministries and 
Departments, with CISOs in the Ministries of External 
Affairs, Home Affairs, and the Department of Telecom 
being particularly important.33

This framework is unsupported by mechanisms to 
facilitate cooperation and resolve overlap. A centralised 
framework of cooperation would promote coherence 
and collective enforcement actions.34 The absence of 
such coordination mechanisms is consistently flagged 
as a key shortcoming of India’s intelligence framework. 
For instance, the report of the Kargil Review Commit-
tee observed that “There is no institutionalized mecha-
nism for coordination or objective-oriented interaction 
between agencies.”35 The Standing Committee on IT in 
its 52nd Report made similar observations, recommend-
ing the adoption of a central coordination mechanism 
to improve India’s response to cyber threats.36

While the Government subsequently tasked the Na-
tional Cyber Security Coordinator under the National 
Security Council Secretariat in the Prime Minister’s 
Office with inter-agency cooperation, no rules or an 
action plan to facilitate such cooperation are yet in 
place.37 Besides coordination at the Central level, there 
is a need to coordinate the actions of Central and State 
agencies, given the increased procurement and use of 
public-facing digital tools by State Governments.

The revised National Cyber Security Policy, expected 
to be released this year, must address these gaps in the 
coordination framework.

ICT SUPPLY CHAIN REGULATION 
MUST FOSTER TRUST BY 
ADHERING TO ESTABLISHED 
PRINCIPLES OF TRANSPARENCY 
AND ACCOUNTABILITY.
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No. Ministry Agencies Year of Formation

1. Ministry of Home Affairs • NATGRID (National Intelli-
gence Grid)

• NCCC (National Cyber 
Co-ordination Centre)

• DRDO NETRA (Network 
Traffic Analysis)

2008

2014

2014

2. Ministry of Electronics and Information 
Technology

• CERT-In (Computer Emer-
gency Response Team)

• CSK (Cyber Swacchata 
Kendra)

• TERM (Telecom Enforcement 
Resource and Monitoring)

2004

~2016

2008

3. Prime Minister’s Office • NSC (National Security 
Council)

• RAW (Research and Analysis 
Wing)

• CCS (Cabinet Committee on 
Security)

• NTRO (National Technical 
Research Organisation) 

• NCIIPC (National Critical 
Information Infrastructure 
Protection Centre) 

1998

1968

n/a

2004

2014

Table 2: An overview of agencies mandated to deal with cybersecurity issues in India.

2. Risk assessment
The complexity of modern ICT supply chains poses a 
challenge to risk assessment. As ICT components are 
usually sourced from numerous countries, it is difficult 
to gauge the risk of possible backdoors or other mali-
cious elements being present.38 Faced with such com-
plexity, some states chose to adopt simplistic policies 
from easily identifiable criteria. An example is India’s 
ban on apps developed by Chinese companies. While 
the Chinese military-civil fusion does raise concerns 
about the safety of Indian citizens’ data, it remains 
unclear whether all the 250-plus apps posed a similar 
threat level to national security and required the same 
treatment.39

Adopting a simplistic, targeted approach may not lead 
to improved national security. Such actions may ad-
dress the concerns posed by the most significant adver-
saries, there is always a chance that residual risks escape 
the required level of scrutiny. A targeted approach also 
fails to consider that even domestically created and 
maintained ICT products can be tainted and require 

rigorous risk assessment.40

It is important to adopt a systematic approach that 
can continuously assess and identify threats to the ICT 
supply chain. This would involve identifying key assets, 
threat-modelling to assess supply chain risks, and a 
clear incident response procedure.41 Not only would a 
risk-assessment framework improve security outcomes, 
it would also provide an evidentiary basis for Gov-
ernment actions, and help foster trust, certainty and 
confidence among enterprises and citizens.

The National Security Directive on Telecommuni-
cations signals the Government’s intent to create a 
systematic risk assessment framework for crucial tech-
nologies. It establishes a National Security Committee 
on Telecommunication, responsible for evidence-based 
assessment and certification of telecom equipment 
manufacturers.42 The Government must extend this 
approach, with a systematic and periodic risk assess-
ment of larger vulnerabilities in the ICT supply chain, 
akin to the US procedure. It would include identifying 
countries, companies and applications that pose signif-
icant risk to India’s strategic information infrastruc-
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ture and to citizens’ privacy. CERT-In or the National 
Cyber Coordination Centre could create these risk 
assessment reports, by collating information received 
from other agencies involved in cybersecurity.

3. Transparency and due 
process
It can be questioned whether India’s cybersecurity 
framework and the measures adopted to secure the 
supply chain adhere to established principles of due 
process and transparency. Consider the Government’s 
use of Section 69A of the IT Act to block access to 
content on national security grounds. 69A empowers 
the Central Government to block access to public 
information “in the interest of the sovereignty and in-
tegrity of India, defence of India, security of the State, 
friendly relations with foreign States, public order, or 
for preventing incitement to the commission of any 
cognizable offence relating to the above”. An RTI re-
quest filed by the Software Freedom Law Centre found 
the Government had used this provision to block over 
14,000 websites in the period 2010–2018.43

While the Supreme Court upheld the constitutionality 
of 69A in the Shreya Singhal judgment, it observed that 
the reasons for a blocking order must be recorded in 
writing, and the originator and intermediary given the 
opportunity to be heard.44 In practice, however, the 
blocking orders issued under 69A are kept confiden-
tial, as permitted by Rule 16 of the IT (Procedure and 
Safeguards for Blocking for Access of Information by 
Public) Rules, 2009 (Blocking Rules). And no informa-
tion is made available on the names of blocked websites 
or the reasons for blocking access to content.

There is also little evidence that the opportunity of a 
fair hearing is given to the originator or intermediary. 
Reports suggest that there is not a single recorded 
instance of a hearing being held prior to the issuance 
of blocking orders.45 The opaque and discretionary 
manner in which blocking orders are issued by the 
Government has resulted in a fresh challenge to the 
constitutionality of 69A and the IT Blocking Rules.

Broadly, the Indian cybersecurity framework prioritises 
security considerations over the democratic rights of 

citizens. Government decisions to block or intercept 
content under the IT Act are not subject to review by 
the Judiciary or Parliament. This gives the Executive 
unrestrained power to intercept or block information, 
directly impacting the constitutionally recognised 
rights to privacy and free expression.46

A similar approach is evident in the Government’s 
encryption policies. Rules under the Indian Telegraph 
Act require telecom service providers to use only 40-
bit encryption in order to facilitate easy interception 
and access by the Government for national security 
or other purposes.47 Similarly, the IT (Intermediary 
Guidelines and Digital Media Ethics Code) Rules of 
2021 require significant social media intermediaries to 
trace the originator of a message in India when asked 
to by the Government. There are fears that this will 
require communication applications such as Signal to 
abandon end-to-end encryption and provide backdoors 
for Government access.48

By prescribing weakened encryption standards, Gov-
ernment actions place the privacy of communication 
between citizens at risk. Strong encryption standards 
are crucial moreover to the digital economy, as many 
confidential and sensitive business and strategic trans-
actions are conducted digitally.

Policymakers must look to recalibrate the cybersecurity 
framework in a manner that ensures the protection 
of civil liberties and democratic values. In particular, 
there is a need to assess whether the existing provisions 
for blocking, interception and encryption are in conso-
nance with the various tests laid down by the Supreme 
Court to determine the legality of executive actions 
that infringe on fundamental rights, such as the rights 
to free speech and privacy.49

4. Public-private cooperation
Both CERT-In and the NCIIPC are required to inter-
face with the private sector to enhance ecosystem resil-
ience by facilitating the sharing of crucial and relevant 
information. The CERT-In Rules require it to assume a 
proactive role in enhancing resilience, by issuing advi-
sories, vulnerability notes, and periodic guidelines and 
whitepapers.50 Yet these publications are often outdated 
and unspecific to India.51 Similarly, the NCIIPC inter-
faces with private business through partnerships meant 
to provide CII owners with information on potential 
threats and mitigation measures. But the absence of 
a transparent procedural framework clarifying how 
the data shared by companies will be used reduces the 
incentive for private companies to share relevant data 
with the Government.52

BROADLY, THE INDIAN 
CYBERSECURITY FRAMEWORK 
PRIORITISES SECURITY 
CONSIDERATIONS OVER THE 
DEMOCRATIC RIGHTS OF 
CITIZENS. 
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The Standardisation Testing and Quality Certification 
Directorate (under MeitY) and the Telecom Engineer-
ing Centre are the Government bodies largely respon-
sible for standard-setting, testing and accrediting ICT 
products and services.53 Unlike the US NIST, however, 
they do not engage in broad public and industry con-
sultation to determine standards. Involving the private 
sector is important not only because of the growing 
level of risk it faces, but because collaboration to deter-
mine standards would make their implementation and 
adoption easier.

Evidence from countries including Canada, Japan 
and Australia suggests that promoting self-regulation 
and industry collaboration can help develop effective 
security standards.54 The Joint Working Group on En-
gagement with Private Sector on Cybersecurity (JWG) 
further highlights the importance of involving indus-
try and academia in setting standards. It suggests the 
creation of a permanent mechanism to institutionalise 
public-private cooperation in standard setting, testing, 
and capacity building.55

To create ecosystem-wide resilience to cyber threats, 
the Government must foster private sector participa-

tion in standard-setting and information sharing. It 
must consider ways to incentivise enterprises to share 
relevant information in a timely manner. Specifically, 
the Government could consider introducing legislation 
to mandate the reporting of cybersecurity incidents for 
operators of critical information infrastructure. This 
is already being considered in the United States, in 
the form of the Cyber Incident Notification Act, 2021 
which aims to incentivise incident reporting within 24 
hours by “covered entities” by providing various legal 
safeguards.56

Further, the JWG recommendations should also be 
implemented, and a permanent public-private coor-
dination mechanism, with representation from the 
Government, academia, and industry, must be set up to 
coordinate standardisation and testing.

TO CREATE ECOSYSTEM-WIDE 
RESILIENCE TO CYBER THREATS, 
THE GOVERNMENT MUST FOSTER 
PRIVATE SECTOR PARTICIPATION 
IN STANDARD-SETTING AND 
INFORMATION SHARING.
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CONCLUSION 
With an increase in the importance of digital goods 
and services, it is inevitable that digitalization will 
come to occupy an important place in geo-strategic 
relations between nations. The security of ICT supply 
chains will form an important of these geo-strategic 
relations. However, in adopting reactionary and ad-hoc 
measures to secure supply chains, nations risk splinter-
ing the global framework of digital technologies that 
exists currently. Instead, nations ought to determine 
how best they can manage their national security 
interests in a manner that builds trust between other 
like-minded nations. 

The recent executive order by the US administration 
illustrates a path that other nations can follow to 
secure their ICT supply chains in an evidence-based 
manner that fosters trust. Policy makers in India would 
do well to adopt best practices reflected in the orders. 
Specifically, the following recommendations may be 
incorporated into future measures aimed at securing 
the nation’s supply chains: 

• Create proper rules and processes to effectively 
implement the coordination mechanism between 
the various cyber-security agencies that have been 
created by the Government 

• Institutionalise a framework of reports, to be pre-
pared by Cert-IN or NCIIPC, that systematically 
analyse the various threats to the security of the 
Indian ICT supply chain. 

• Re-evaluate the cybersecurity framework, includ-
ing provisions on encryption, in light of recent 
technological developments as well as judicial 
decisions on privacy. 

• Facilitate ecosystem wide resilience in the ICT 
supply chain by creating avenues for public-pri-
vate cooperation in crucial aspects of cybersecurity 
including standardisation and testing. 
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